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Preface

Contents:
V8.8 Specific
Conventions

V8.8 Specific

The sendmail program isaMail Transport Agent (MTA). It accepts mail from Mail User Agents
(MUAS), mail users (humans), and other MTAS. It then delivers that mail to Mail Delivery Agents
(MDAS) on the local machine, or transports that mail to another MTA at another machine. The behavior
of sendmail is determined by its command line and by commandsin its configuration file.

The sendmail program is written and maintained by Eric Allman at sendmail.org. Versions V8.7 and
earlier are no longer supported and are no longer considered secure. If you are not currently running
V8.8, we recommend you upgrade now. This Desktop Reference covers sendmail version 8.8.5.

This Desktop Reference is a companion to the second edition of the sendmail book by Bryan Costales
with Eric Allman, published by O'Reilly & Associates. Section numbers herein reference the section
numbersin that book. Thisis areference guide only - for detail or tutorial information, refer to the full
sendmail book.
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Conventions

Bold

Denotes that you enter the text literally.
Italic

Means variable text, i.e., things you must fill in.
Constant w dth

|s a keyword with a special meaning.
this(1)

Refers to the online manual for a program.
[...]

Denotes arange of optional selections you may make.
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1. How to Run

Contents:
Alternative Names for sendmail

Command-Line Switches

Some Handy Debugging Switches
Rule-Testing Mode (-bt) Commands
Hints

The sendmail program is run by specifying its name followed by command-line switches, then recipient
addresses. Some command-line switches cause sendmail to ignore its recipients, while others require
their presence. One switch, -bt, places sendmail into interactive, rule-testing mode.

1.1 Alternative Names for sendmaill

hoststat

Prints persistent host status information (see §36.1.1).
mailq

Prints the queue's contents (see §36.1.2).
newaliases

Rebuilds the aliases database file or files (see §836.1.3).
pur gestat

Purges (zeroes) persistent host status information (see §36.1.4).
smtpd

Runs in daemon mode (see §36.1.5).

41 PREVIOUS HOME MEXT
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1.2 Command-Line Switches

-B 7bi t
Causes sendmail to clear the high-bit of every incoming byte, or 8bi t mi e, which causes

sendmail to preserve the high-bit (see 836.7.1).
-ba

Uses ARPAet/Grey-Book protocols to transfer mail (see 836.7.3).
-bD

Runs as a daemon (just as with -bd below), but doesn't fork and doesn't detach from the
controlling terminal (see 836.7.4).

-bd
Forks, detaches from the controlling terminal, and runs as a daemon, listening for incoming SMTP
connections and handling them as they arrive (see 836.7.5).

-bH

Purges (zeroes) persistent host status information (see 836.7.6).
-bh

Prints persistent host status information (see 836.7.7).

-bi
Initializes the aliases(5) databases (see §24.5.1).
-bm
(The default) causes sendmail to read a message from its standard input and to send the read
message (see 836.7.9).
_bp
Prints the contents of the queue (see §23.4).
-bs
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Runs SMTP on standard 1/0 (see §36.7.11).
-bt

Runs in rule-testing mode (see 38.1).
-bv root bob

Verifies the addresses root and bob (see §36.7.13).
-C /tmpltest.cf

Uses /tmp/test.cf as its configuration file (see §36.7.15).

Setsthe Hol dExpensi ve option to true (see 834.8.29).
-d0.4

Debugging mode to facility O, level 4 (see 837.1).
-F 'Jolly Roger'

Sets the sender's full name to Jolly Roger (see 836.7.20).
-f news@our.domain

Sets sender's address to news@our.domain (see 836.7.21).
-h 20

Sets the minimum hop count to 20 (see §36.7.22).

Setsthel gnor eDot s option to true (see 836.7.24).
-MrUUCP

Gives the macro $r the value UUCP (see §831.2).

-m
Setsthe MeToo option to true (see §34.8.39).

-N never
Says to never return DSN NOTIFY information when a message bounces (see §836.7.28). Can also
be-Nsuccess, fail ure, del ay to give notification on successful delivery, failed delivery, or
delayed delivery.

-n
Suppresses aliasing (see §24.6).

-OMaxQueueRunS ze=100
Setsthe MaxQueueRunSi ze option to 100 (see §834.1.2).

-0Q/tmp
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Setsthe QueueDi r ect or y option to /tmp (see 834.1.1).
-pUUCP:sonya

Sets the protocol stored in the $r macro to UUCP and the host stored in the $s macro to sonya (see
836.7.32).

-g30m

Runs sendmail in the background, waking up once every 30 minutes to process the queue (see
§23.6.1).

-gR@aol.com

Processes the queue once, delivering to all recipientsin any queued message that contains at |east
one recipient at aol.com (see §23.6.2.3).

-R hdrs
Bounces only the headers of amessage. -Rf ul | bounces headers and body (see §36.7.34).

|s a (deprecated) synonym for -f.

-S
Setsthe SaveFr onli ne option to true (deprecated, see 834.8.59).
-T 5d
Setsthe Ti meout . queuer et ur n option to 5 days (see 834.8.52).
-t
Gathersthe list of recipients from the message's headers (see 836.7.38).
-U

Makes thistheinitial MUA to MTA submission (see 836.7.39).
-V cookie9167B5AS34

Setsthe DSN ENVID string to cookie9167B5AS34 (see §36.7.40).

Runs in verbose mode (see §36.7.41).
-X /var/tmp/smtp.trace

Logs both sides of all SMTP transactions to the /var/tmp/smtp.trace file (see §26.4).
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How to Run

1.3 Some Handy Debugging Switches

-V

-bD

-do

-d8

-d11

-d21

-d27

When combined with -d, causes some otherwise lost debugging information to be printed.

Holds the sendmail daemon in the foreground so that -d debugging information about the running
daemon can be viewed.

Shows the general configuration of your system: -d0.1 prints version information (837.5.1); -d0.4
prints the local hostname and any aliases found for it (837.5.2); -d0.15 prints alist of the delivery
agents declared (837.5.4); and -d0.20 prints the address of each network interface found (837.5.5).

Traces most DNS lookups: -d8.1 prints failure of the low-level MX search (837.5.30); -d8.2 prints
calls to getcanonname(3) (837.5.31); -d8.3 traces dropped local hostnames (837.5.32); -d8.5
shows hostnames being tried in getcanonname(3) (837.5.33); and -d8.8 shows when M X |ookups
get the wrong type (837.5.35).

Traces delivery agent calls. -d11.1 traces arguments passed to the delivery agent (837.5.44); and
-d11.2 prints the user ID that the delivery agent is being invoked as (837.5.45).

Traces rewriting of addresses. -d21.1 traces general rule set rewriting (837.5.67); -d21.2 traces use
of the $& macro (837.5.68); -d21.3 shows $> subroutines being called (837.5.69); -d21.4 displays
the result of rewriting (837.5.70); -d21.15 shows $digit replacement (837.5.73); and -d21.35
shows token-by-token LHS matching (837.5.74).

Traces adliasing: -d27.1 traces general aliasing (837.5.88); -d27.2 traces: i ncl ude: files, dias
self-references, and errors on home (837.5.89); -d27.3 traces trying the ~/.forward path and the
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aliaswait (837.5.90); -d27.4 prints "not safe" when afileis unsafe to trust (837.5.91); and -d27.9
shows uid/gid changes that correspond to : i ncl ude: filereads (837.5.94).

-d35

Traces macros; -d35.9 shows macro values being defined (§37.5.120); -d35.14 shows macro
names being converted to integer identifiers (837.5.121); and -d35.24 shows macro expansion
(837.5.122).

-d37

Traces options and class macros: -d37.1 traces the setting of options (837.5.126); and -d37.8 traces
the adding of wordsto a class (837.5.127).

-d41

Traces the queue: -d41.1 traces queue ordering (837.5.144); -d41.2 shows failure to open df files
(37.5.145); -d41.49 shows excluded (skipped) queue files (837.5.146); and -d41.50 shows every
filein the queue (837.5.147).

-d48
Tracesthecheck _ rule sets: -d48.2 traces callsto thecheck _ rule sets (837.5.165).

41 PREVIOUS HOME NEXT »
1.2 Command-Line Switches 1.4 Rule-Testing Mode (-bt)
Commands

[ Library Home | DNS & BIND | TCP/IP | sendmail | sendmail Reference | Firewalls | Practical Security ]

file://IC|/Oreilly Unix etc/O'Reilly Reference Library/networking/smdref/ch01_03.htm (2 of 2) [2002-04-12 10:39:20]


file:///C|/Oreilly Unix etc/O'Reilly Reference Library/networking/index.htm
file:///C|/Oreilly Unix etc/O'Reilly Reference Library/networking/dnsbind/index.htm
file:///C|/Oreilly Unix etc/O'Reilly Reference Library/networking/tcpip/index.htm
file:///C|/Oreilly Unix etc/O'Reilly Reference Library/networking/sendmail/index.htm
file:///C|/Oreilly Unix etc/O'Reilly Reference Library/networking/firewall/index.htm
file:///C|/Oreilly Unix etc/O'Reilly Reference Library/networking/puis/index.htm

[Chapter 1] 1.4 Rule-Testing Mode (-bt) Commands

O’REILLAY

S E'ﬂdmﬂﬂ Desktop Reference

4 PREVIOUS Chapter 1 MEXT B
How to Run

1.4 Rule-Testing Mode (-bt) Commands
| Prints help.
.DrUucCP

Defines macro $r as UUCP (see §38.2.1).
.Cwlocalhost

Adds localhost to class $=w (see §838.2.2).
=S5

Dumps the contents of rule set 5 (see 838.4.1).
=M

Displays alist of the known delivery agents (see 838.4.2).
-d48.2

Sets debugging output to category 48 and level 2 (see 837.1).
${envid}

Prints the value in the macro {envid} (see 838.3.1).
$=w

Prints the contents of class macro $=w (see §38.3.2).
/mx aol.com

Returns the M X records for aol.com, sorted into the order they will be tried, with equal cost
records randomized (see 838.5.2).

/par se bob
Parses the address bob, and returns the value of crackaddr() and the final parsed address including
the selected delivery agent (see 838.5.5).

/try local bob
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Rewrites the address bob based on the rule setsindicated in the local delivery agent (see §838.5.6)

Itryflags ER
Sets flags used by /par se and /try to envelope recipient (see 838.5.4). Use E or Hto choose

envelope versus header, and R or S to choose recipient versus sender.

/canon foo
Transforms the hostname foo into its canonical form (see 838.5.1).

/map aliases root
Looks up root in the aliases database (see 838.5.3).

3,0 bob@foo
Runs the address bob@foo first through rule set 3, then rule set 0 (see §38.6).
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1.5 Hints

/usr/lib/sendmail -bv list | grep -v deliverable

Causes sendmail to recursively expand the addresses in the mailing list named list. The -v with
grep(1) causes all good (deliverable) addresses to be excluded and only bad addresses to be
printed.

fusr/lib/sendmail -bt -d0.4 </dev/null

Causes sendmail to print its version, the#def i nesused when it was compiled, and how it is
interpreting the identity of the local machine.

mailg -OM axQueueRunSize=1

Allows sendmail to quickly print how many messages are queued even when the queue contains
thousands of messages.

/usr/lib/sendmail -q -OTimeout.queuer etur n=99d

Flushes messages from an old queue (perhaps following a prolonged downtime) while preventing
old messages from timing out in the queue.
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2. The sendmail.cf File

Contents:
Overview

Delivery Agent Equates
Delivery Agent F= Flags
Defined Macros

Class Macros

Options

The Timeout Option

Rule Sets

Delivery Agent S= and R=
Thecheck Rule Sets

Rules

Wildcard Operatorsin the LHS
Positional Operatorsin the RHS
Other Operatorsin the RHS
Operatorsthat Return aTriple
Conditional Operators

Hints

The sendmail configuration file, usually called sendmail.cf, provides all the central information that
controls the sendmail program's behavior. It lists the location of all the other files sendmail needsto
access and the location of all the directoriesin which sendmail needs to create and remove files. It sets
the definitions sendmail uses when rewriting addresses. It defines the rules and sets of rules sendmail
uses for transforming mail addresses (and aliases for those addresses) into usable information, such as
which delivery agent to use and the correct form of the address to use with that delivery agent.
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2.1 Overview

Each line in the configuration files begins with akey character that defines the function of that line. Any
character other than those shown hereis an error.

#

Begins a comment line (the entire line is ignored).
tab

Continues the previous|line.
Space

Continues the previous|line.
Cw localhost

Adds localhost to class w (see §32.5.8).
C{ Guest Domai ns} guest.comvisit.com

Adds guest.com and visit.com to the multi-character class named { Guest Donai ns} (see
832.1.1).

Dnour.domain

Defines macro mwith the value our.domain (see §831.10.24).
D{ Qur A dDonai n} old.domain

Defines multi-character macro name { Qur A dDomai n} with the value old.domain (see 831.3).
EHOVE=/u/mail

Assigns value /u/mail to the environmental variable HOVE. (Such assignments are only available to
delivery agents that sendmail executes.) (See22.2.1.)

EUSER

Imports the value of USER from the environment and makes it available to delivery agents.
Fw /etc/sendmail.cw

Fills the class wwith values read from the /etc/sendmail.cw file (see §19.6.26).
Fk |fusr/shin/showuu

Runs the program /usr/shin/showuu and fills the class k with values printed by that program. (see
832.5.2).

HDat e: $a

Definesthe Dat e: header with the value $a (see §35.10.10).
H?P?Ret ur n- Pat h: <$g>

Definesthe Ret ur n- Pat h: header with the value <$g>. This header will only be output if the P
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in ?P? appears in the delivery agent's F= equate (see §35.4).
Kuid text -z -k2 -vO /etc/passwd
Declares a database named uid to be of class text, which will ook up keysin the flat file named
/etc/passwd (see 833.8.18). The -z, -k2, and -vO say that /etc/passwd has colon-delimited fields,

that the key will bein theindex 2 field, and the value in the index O field, thus converting uid
valuesto login names, see 833.3.4.12).

M name, equate=value, ...
Declaresamail delivery agent. The name is the symbolic name for this agent. The itemsin the
equate list are described in the next section, "Delivery Agent Equates.”

O MaxQueueRunSi ze=100

Givesthe option MaxQueueRunSi ze the value 100 (see 834.8.38). Note that there must be a
space between the O and the option name. Options are summarized later in this chapter.

OJ/var/forward/$u: $z/.forward

Uses the old single-character name J to define the ForwardPath option (see §34.8.27).
Pbul k=-60

Associates the symbolic name bul k with adelivery priority of -60. These symbolic hames are
compared to the Pr ecedence: header (if one) during delivery, and used to begin a message's
priority in the queue (see §835.8).

RLHStabs RHS [tabs COMMENT |

Defines arewriting rule (do-while clause) where the RHS rewrites an address while the LHS
comparison evaluates to true. The LHS and RHS must be separated by one or more tab characters.
Optional tabsand a COMMENT may follow and are not part of the rewriting rule (see 828.1).

Sname[=val]
Declares arule-set start to have the name name (where name is either a number or is symbolic
text). When name is symbolic, an optional numeric value val may be assigned to it (see §29.1).
T bob jane
Declares that the users bob and jane are "trusted” and may use the -f command-line switch to

precondition the sender identity. Users who are not trusted and who use the -f switch cause a
warning to be included in the outgoing mail headers (see §22.8.1).

V7/Berkeley

Specifies the version of the configuration fileto be 7. An optional slash and a vendor identifier
may follow, as/Berkeley (see §27.5).
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2.2 Delivery Agent Equates

The general form of a delivery agent's declaration looks like this:
Mhane, equate=val,
In this section we list and describe each equate, where only the first letter of each is recognized (that is,
Argv=isthesameas A=).
A=argvOargvl. ..
Liststhe delivery agent's command-line arguments. The delivery agent speaks SMTP only if $u is

absent from those arguments. The special symbolic argvO names IPC and LPC reference interna
sendmail code.

C=1S0-8859-1
Uses the I SO-8859-1 character set inthe MIME Cont ent - Type: header (see 830.4.2). Applies
to messages received from this delivery agent. Supersedes the DefaultChar Set option.
D=/var/run:/tmp

Sets the paths for execution of the prog delivery agent to /var/run first, and if it cannot chdir(2)
into that directory, then to /tmp (see §30.4.3).

E=\r
Specifies the end-of-line characters to be a carriage-return newline pair. Those characters are
generated by sendmail for outgoing messages and recognized by sendmail for incoming messages.
The default is\r\n for SMTP and \n otherwise (see §830.4.4).

F=flags
Lists flags that describe a delivery agent's behavior (fully listed in the next section, "Delivery
Agent F= Flags").

L=512

Limits the length of text linesin the body of a mail message to 512 characters (see 830.4.6).
M =1000000
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Limits the total size (header and body combined) of messages handled by the delivery agent to one
million characters.

N=5

Saysto re-nice(2) the delivery agent by 5 (see 830.4.8).
P=/usr/bin/uux

Says to execute /usr/bin/uux as the delivery-agent program (see 830.4.9). Special symbolic paths
can also be used: [I PC] makes a network connection and speaks SMTP; [FI LE] appends the
message to afile; and [LPC] is useful for tracking down mail problems.

R=rset or R=eset/hset

Lists the rewriting rule set names or numbers for the recipient. A single name or number is applied
to both envelope and header rewriting. Two names or numbers, separated by a slash, applies the
leftmost to the envel ope and the rightmost to headers (see §30.4.10).

S=rset or R=eset/hset

Lists the rewriting rule set names or numbers for the sender. Particulars are the same as for R=
above (see 830.4.11).

T=DNSRFC822/X-Unix
Sets the type tags used in the DSN diagnostic returns for this delivery agent. The type tag for the

Reporti ng- MTA: fieldisDNS, the type tag for the Fi nal - Reci pi ent : field is RFC822;
and the type tag for the Di agnost i c- Code: field is X-Unix (see §30.4.12).

U=nullmail:nullgroup

Specifies that sendmail should become the user nullmail and the group nullgroup before executing
the delivery agent. If the :nullgroup is omitted, it is found in the passwd(5) file entry for nullmail

(see §30.4.13).
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2.3 Delivery Agent F= Flags

F=0

Turns off MX lookups for this delivery agent (see 830.8.1).
F=3

Extends quoted-printable conversions to encode ASCI| characters that cannot be represented in
EBCDIC (see §830.8.2).

F=5
Usesrule set 5 after local aliasing (see §30.8.3).
Strips the high bit when delivering (see 830.8.4).
Forces Ei ght Bi t Mode=p for this delivery agent (see 830.8.5).
Checksfor : i ncl ude: files(see 830.8.7).
Checks for |program addresses (see 830.8.8).
Checks for /file addresses (see §30.8.9).
Allows usersto be looked up in the User Database (see §30.8.10).

F=a

Runs the extended SMTP protocol (see §30.8.11).
F=A
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Allows usersto beinthe LHS of an alias (see §830.8.12).
F=b
Ensures ablank line after message (see 830.8.13).
Excludes comment from $g in headers (see §830.8.14).

Adds @domain to recipient that lacks one (see 830.8.15). Applies to the sending delivery agent
only.

Never encloses route addressesin <> (see §30.8.16).

Specifies the need for aDat e: header (see 830.8.17).

Marks this delivery agent as "expensive" (see 830.8.18).

Changes any extralines that begin in "From" into ">From" (see 830.8.19).

Causes delivery agent to add -f to argv (see 830.8.20).

Specifies the need for aFr om header (see §30.8.21).

Suppresses sending of Fr om <> senders in bounce messages (see §30.8.22).

Preserves uppercase in hostnames (see 830.8.23).

Specifiesto perform a User Database rewrite on the envel ope sender (see §830.8.24).

Causes delivery agent to send SMTP VERB to the other site (see 830.8.25).

Specifies to perform a User Database rewrite of header recipient addresses (see §30.8.26).

Suppresses check for loopsin HELO command (see 830.8.27).
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F=l

F=L

F=m

Specifies that delivery agent islocal (final) delivery (see 830.8.28).

Causes SMTP line limits to be applied (obsolete, see §830.8.29).

Says that the delivery agent can deliver to multiple recipients at once (see 830.8.30).

Specifiesthe need for aMessage- | D: header (see §30.8.31).

Prevents the addition of a UNIX mailbox-style Fr omto headers (see 830.8.32).

Runs the delivery agent under the uid and gid of the recipient (see 830.8.33).

Attemptsto process the return path correctly (deprecated, see 830.8.34).

Specifiesthe need for aRet ur n- Pat h: header (see 830.8.35).

Saysto use a 252 instead of a 250 return code for an SMTP VRFY reply (see 830.8.36).

Causes the delivery agent to add a -r to argv (see 830.8.37).

Tells sendmail to use areserved TCP port (see 830.8.38).

Causes guotation marks to be stripped from addresses (see 830.8.39).

Always run the delivery agent under a uid and gid specified (see §30.8.40).

Preserves uppercase for user names (see 830.8.41).

Prepends a UUCP-style Fr omline (see 830.8.42).

Verifiesthat the user islocal by checking for an /etc/passwd entry (see 830.8.43).
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F=x

Specifies that the delivery agent requiresaFul | - Narmre: header (see §30.8.44).
F=X

Specifies that the delivery agent needs an RFC821 hidden dot (see §30.8.45).
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2.4 Defined Macros

Defined macros allow strings of text to be represented symbolically. A defined macro is one whose
symbol represents a single string.

DXstri ng

The symbolic name (here X) is either asingle letter or a multi-character name. If multi-character, it must
be surrounded by curly braces:

D{ XXX} string

The value in adefined macro is referenced by prefixing its name with a $. Because defined macros in
rules are expanded when the configuration file isread, a $& prefix can be used when deferred expansion
Is desired.

The sendmail program reserves all macros but those beginning with an uppercase letter for its own
internal use. Since the m4 configuration technique is not internal (to the program), it uses uppercase
macro names. Here we show the internal macros currently used by sendmail and the external macros
currently used by the m4 technique.

$
Holds the RFC1413-validation text, and any | P source route information that was found (see
831.10.1).

$a
Contains the origin date in RFC822 format (see 831.10.2).

$b

Contains the current date in RFC822 format (see §31.10.3).
${bodytype}

Contains the ESM TP BODY parameter for the current message (see 831.10.4).
$B

Specifiesthe BITNET relay (see 831.10.5). This macro can be set using the m4 technique by
defining BI TNET_RELAY.
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$c

Contains the current hop count (see §831.10.6).
${client_addr}

Stores the current connecting host's | P address (see 831.10.7).
${client_name}

Stores the current connecting host's canonical name (see 831.10.8).
$C

Specifies the hostname of the DECnet relay (see §31.10.9). This macro can be set using the m4
technique by defining DECNET _RELAY.

$d

Contains the current date in UNIX ctime(3) format (see §31.10.10).
${envid}

Holdsthe original DSN envelope ID (see §31.10.12).

$E
Specifies the X.400 relay (unused, see §31.10.13).
$f
Contains the current sender's (the From:) address (see §31.10.14).
$F
Specifiesthe FAX relay (see 831.10.15). This macro can be set using the m4 technique by defining
FAX_RELAY.
$g
Contains the current sender's address relative to the recipient (see §31.10.16).
$h
Contains the host part of the current recipient address (see §31.10.17).
$H
Specifies the mail hub (see 831.10.18). This macro can be set using the m4 technique by defining
MAI L__HUB.
$i
Contains the queue identifier for the current message (see §31.10.19).
$
Holds the official canonical name of the local machine (see 831.10.20). This macro can be set
using the m4 technique by defining conf DOVAI N_NAME.
$k
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Holds the UUCP name of the local machine (see §31.10.21).

$L
Specifies the "local user” relay (see 831.10.23). This macro can be set using the m4 technique by
defining LUSER_RELAY .

$m
Holds the official domain name for the local machine (see 831.10.24).

M
Specifies who we are masquerading as (see §831.10.25). This macro can be set using the m4
technique using the MASQUERADE _AS construct.

$n

Specifies whom error messages should be from (see 831.10.26). This macro can be set using the
m4 technique by defining conf MAI LER _NAIVE.

${opM ode}
Contains the operating mode that sendmail started in (see §31.10.28).

$p
Contains the current sendmail process' pid (see 831.10.29).
$r
Contains the protocol used to receive the current message (see 831.10.31).
SR
Specifiesthe relay for user names that lack an @host.domain part (see 831.10.32). This macro can
be set using the m4 technique by defining LOCAL _RELAY.
$s
Contains the current sender host's name (see 831.10.33).
$S
Specifies the Smart Host (see 831.10.34). This macro can be set using the m4 technique by
defining SMART _HOST.
$t
Contains the current time in seconds (see §31.10.35).
$u
Contains the current recipient's user name (can be auto-replicated in the A= equate of adelivery
agent if F=m is present) (see §31.10.36).
$U
Specifies the UUCP name to override $k (see §31.10.37).
$v
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Holds the sendmail program's version (see §31.10.38).

Vv
Specifies the UUCP relay (for the class $=V) (see §31.10.39).
$w
Holds the short name of the local host (see §31.10.40).
$W
Specifies the UUCP relay (for the class $=W) (see §31.10.41).
$x
Contains the "full name" of the current sender (see §831.10.42).
$X
Specifies the UUCP relay (for the class $=X) (see §31.10.43).
By
Holds the name of the controlling tty (see §31.10.44).
$Y
Specifies the UUCP relay for unclassified hosts (see §31.10.45).
$z
Contains the current recipient's home directory (see 831.10.46).
$Z
Specifies the version of this m4 configuration (see 831.10.47). This macro can be appended to
using the m4 technique by defining conf CF_VERSI ON.
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2.5 Class Macros

A class macro is one whose symbol can represent multiple words. Those words can be declared in the
configuration line or read from an external file or from the output of an executed program.

Cxword word ...
FX Ifile
FX | program

The symbolic name (here X) is either asingle letter or a multi-character name. If multi-character, it must
be surrounded by curly braces:

C{ XXX} word word ...
F{XXX} /file
F{ XXX} | program

The sendmail program reserves all but class names that begin with an uppercase letter for its own internal
use. Class macros are usable only in the LHS of rules. A $= prefix matches a token to any word in the
class. A $~ prefix matchesif the token is not in the class.

$=e

Determines whether or not aCont ent - Tr ansf er - Encodi ng: type will be quoted-printable
encoded. The default contents for thisclassare 7bi t , 8bi t , and bi nary (see 832.5.1).

Lists the UUCP names of the local host (see §32.5.2).

Lists al the known domain names for the local host. Available to rule sets but not currently used
by the m4 technique (see 832.5.3).

=N

Determinesthe Cont ent - Type: headersthat are prevented from being converted from 8- to
7-bits. The default content for thisclassis%rul ti part/ si gned (see 832.5.4).
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Determinesthe Cont ent - Type: headers that should not be converted from from 8- to 7-bits
with base64 encoding. By default this classis empty (see §832.5.5).

$=s
ListsCont ent - Type: header nessage subtypes that should be treated the same asr f c822.
By default thislist containsonly r f c822 (see 832.5.6).

=t

Lists "trusted" users who may specify an aternative sender with the -f command-line switch (see
832.5.7).

$=w
Lists al the hosthames by which the local host can be known. Either found by sendmail at startup,
or declared in the configuration file, or listed in the sendmail.cw file (see §32.5.8).
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2.6 Options

Options determine most of the sendmail program's behavior. They are declared on the command line
with the -O switch:

- Onane=val ue

and in the configuration file with the O line:
O nane=val ue
The space following the O is mandatory. Prior to V8.7 sendmail, option names could be only asingle

character. Beginning with V8.7, option names can be multi-character. Where appropriate, the old formis
listed parenthetically after the new form.

True/False options, when absent, default to false, but when present with no value, default to true. Options
marked as " (safe)" can be specified on the command line without giving up root privileges.
AliasFile=fil¢] file, ...]
Defines the location (and optionally the type as type:file) of the aliasesfile or files. (Wasthe A
option, see 834.8.1, or define ALI AS_FI LE with the m4 technique.)
AliasWait=interval
Specifiesthe interval sendmail will wait for the aliases database to rebuild. (Was the a option, see
834.8.2, or defineconf ALI AS WAI T with the m4 technique.)
AllowBogusHEL O=[True|False]
(safe) allows sendmail to accept an SMTP HELO or EHL O that is not followed by a hostname (see
§34.8.3).
AutoRebuildAliases=[True|Fal sg]
Allows sendmail to automatically rebuild the aliases database. (Was the D option, see 834.8.4, or
define conf AUTO_REBUI LD with the m4 technique.)
Blank Sub=char

Specifies the unquoted space replacement character char. (Was the B option, see 834.8.5, or define
conf BLANK SUB with the m4 technique.)
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CheckAliases=[ True|Fal se]

(safe) tells sendmail to check the right side of aliases in the aliases file in addition to the normal
left side checks. (Was the n option, see 834.8.6, or define conf CHECK AL ASES with the m4
technique.)

Checkpointl nter val=number

(safe) states the number of recipients that will be delivered between checkpoints (flushes to disk)
of the df file. (Wasthe C option, see 834.8.7, or define conf CHECKPO NT_| NTERVAL with the
mé4 technique.)

ClassFactor =factor

Sets the multiplication factor for calculating priority increments. (Was the z option, see 834.8.8, or
define conf WORK _CLASS FACTOR with the m4 technique.)

ColonOkInAddr=[True|Falsg]

(safe) tells sendmail to allow colonsin addresses, thus disabling recognition of : ; list addresses -
DECnet : : isawaysalowed (see 834.8.9, or define conf COLON_OK | N_ADDR with the m4
technique).

ConnectionCacheSize=number

Stipulates the number of simultaneous open SM TP connections sendmail will maintain during
delivery. (Wasthe k option, see 834.8.10, or define conf MCI _ CACHE_SI ZE with the m4
technique.)

ConnectionCacheTimeout=duration

Stipulates the duration of time any given open, but when idle, SM TP connection will be
maintained. (Wasthe K option, see 834.8.11, or defineconf MCI _ CACHE _ TI1 MEQUT with the
m4 technique.)

ConnectionRateT hr ottle=number

Specifies the maximum number of incoming connections that will be accepted per second.
Additional connections are accepted progressively more slowly (see 834.8.12, or define
conf CONNECTI ON_ RATE_THROTTLE with the m4 technique).

DaemonPortOptions=option=value ,option=value,...]

Sets the daemon TCP/IP port options. Available options are: Addr isthe network to accept
connections from; Fami | y isthe type of network; Li st en isthe size of the listen(2) queue;
Por t isthe port on which sendmail should listen; Recei veSi ze isthe size of the TCP/IP
receive buffer; and SendSi ze isthe size of the TCP/IP send buffer. (Was the O option, see
834.8.13, or defineconf DAEMON_ OPTI ONS with the m4 technique.)

DefaultChar Set=set

(safe) Defines the character set that will belisted in the Cont ent - Type: header, for MIME 8-
to 7-bit conversion (see 834.8.14, or define conf DEF_CHAR _ SET with the m4 technique).

DefaultUser=user[:group]
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Specifies the default non-root identity for sendmail. The user may be a numeric uid or alogin
name. If group is omitted, user islooked up in the passwd(5) database, and that gid is used.
Otherwise, group may be anumeric gid or agroup name. (Was the u and g options, see §34.8.15,
or defineconf DEF_ USER | D with the m4 technique.)

DeliveryM ode=mode

(safe) sets the delivery mode that sendmail will run as. Select mode from: backgr ound to run
asynchronoudly; i nt er act i ve to run synchronously; queue- onl y to queue, rather than
deliver, all mail; or def er r ed to queue all mail without doing any DNS lookups. (Was the d
option, see 834.8.16, or define conf DELI VERY_MODE with the m4 technique.)

DialDelay=interval

(safe) specifies how long to sleep after a connection failure. If non-zero, slegps that interval then
tries again (see 834.8.17, or define conf DI AL_ DEL AY with the m4 technique).

DontExpandCnames=[ True|Falsg]

Prevents CNAME expansion when looking up M X records (see §34.8.18, or define conf DONT _
EXPAND CNAMES with the m4 technique).

DontlnitGroups=[ True|False]

Suppresses use of the initgroups(3) call to look up additional group memberships (see §834.8.19, or
define conf DONT_I NI T_GROUPS with the m4 technique).

DontPruneRoutes=[True|False]

Prevents sendmail from short-circuiting source routes. (Was the R option, see 834.8.20, or define
conf DONT_PRUNE _ROUTES with the m4 technique.)

DoubleBounceAddr ess=address

Specifies the address to which an error message should be sent if there is an error sending an error
message (see 834.8.21, or define conf DOUBLE_BOUNCE _ADDRESS with the m4 technique).

EightBitM ode=how

(safe) specifies how to convert unlabeled MIME input. Select from: m m f y to force conversion
of 8BITMIME to 7-bit; pass to pass unlabeled 8-bit input through as-is; or st ri ct to reject
unlabeled 8-bit input. (Was the 8 option, see 834.8.22, or define conf El GHT_BI T_HANDLI NG
with the m4 technique.)

ErrorHeader =description

(safe) specifiestext or afile's contents to insert at the top of bounced messages. If the description
startswith adash, it is taken as the full pathname of afile, otherwise the description is taken as
literal text. The text is macro-expanded during interpolation. (Was the E option, see 834.8.23, or
define conf ERROR_MESSAGE with the m4 technique.)

ErrorMode=mode

(safe) specify mode of error handling. Select from: mto mail error notification to the sender no
matter what; e to act just like m but to always exit with a zero exit status; p to print error messages
(the default); g to remain silent about all delivery errors; or wto write errors to the sender's
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terminal screen. (Was the e option, see §834.8.24, or define conf ERROR . MODE with the m4
technique.)

FallbackM Xhost=host

Specifies the host to send mail to when all connections to the actual M X hosts have failed. (Was
the V option, see 834.8.25, or define conf FALLBACK MX with the m4 technique.)

ForkEachJob=[True|False]

Causes queue files to be processed individually to lessen the impact on small-memory machines.
(Wasthe Y option, see 834.8.26, or define conf SEPARATE_PROC with the m4 technique.)

ForwardPath=file[:file:...]

Sets the ~/.forward search path. Each file name is macro-expanded, then tried. Each istried in turn
until one can be read, whereupon it is the ~/.forward for that local recipient. (Was the J option, see
§34.8.27, or define conf FORWARD _PATH with the m4 technique.)

HelpFile=file
Specifies the location of the file that contains help messages for the SMTP (and ESMTP) HELP

command, and usage for the -bt rule-testing command. (Was the H option, see 834.8.28, or define
HELP_FI LE with the m4 technique.)

HoldExpensive=[True|Fal sg]

Tells sendmail to queue rather than deliver messages that will be delivered by "expensive" delivery
agents (those with an F=e flag set). (Was the ¢ option, see §834.8.29, or define conf CON _
EXPENSI VE with the m4 technique.)

HostsFile=file

Specifies an aternative for the /etc/hosts file (see 834.8.30, or define conf HOSTS _FI LE with the
mé4 technique).

HostStatusDir ector y=directory

Specifies the directory in which sendmail should store persistent host status. If specified, thisalso
enables the keeping of that status. A relative name is relative to the queue directory (see 834.8.31,
or define conf HOST_STATUS DI RECTORY with the m4 technique).

I gnoreDots=[True|False]

(safe) tells sendmail to ignore leading dots in the message body. (Wasthei option, see §34.8.32, or
define conf | GNORE_DOTS with the m4 technique.)

L ogL evel=level

(safe) setsthe logging level, where alevel of: 0- 6 logs progressively less serious problems; 7 logs
delivery failures; 8 logs delivery successes; 9 logs deferred delivery; 10- 11 logs database and nis
lookups; 12 logs SMTP connects; 13 logs questionable permissions; 14 logs connection refusals;
15 logs all incoming and outgoing SM TP commands; and 16- 98 logs progressively more
detailed debugging information. On the command line, you can only increase the logging level.
(Wasthe L option, see 834.8.33, or define conf LOG_LEVEL with the m4 technique.)
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MatchGECOS=[True|False]

Enables so called "Fuzzy" matching of the recipient in the gecos field of the passwd(5) database.
(Was the G option, see 834.8.34, or defineconf MATCH_ GECOS with the m4 technique.)

M axDaemonChildren=number

Specifies maximum number of children that sendmail will fork to process inbound connections.
Does not limit forked children that process the queue (see 834.8.35, or define
conf MAX_DAEMON_CHI LDREN with the m4 technique).

M axH opCount=number

Sets the maximum number of times a message may be relayed through mail-handling sites (the
maximum hop count). (Was the h option, see 834.8.36, or define conf MAX_HOP with the m4
technique.)

M axM essageSize=size
Specifies the maximum size (in bytes) of an incoming message that sendmail will accept (see
§34.8.37, or define conf MAX_MESSAGE_SI ZE with the m4 technique).

M axQueueRunSize=number

(safe) specifies the maximum number of queued messages that sendmail will process from a queue
in agiven queue run (see 834.8.38, or define conf MAX_QUEUE_RUN_SI ZE with the m4
technique).

MeT oo=[ True|Falsg]

(safe) causes a copy of the message to be sent to the sender too, when the sender is one of the
recipients listed in an alias or mailing list. (Was the m option, see 834.8.39, or define
conf ME_TOOwith the m4 technique.)

MinFreeBlocks=number
(safe) defines minimum number of free disk blocks that must be available when a message's sizeis

stated with the SIZE keyword to the ESMTP MAIL command. (Was the b option, see 834.8.40, or
defineconf M N_FREE_BL OCKS with the m4 technique.)

MinQueueAge=interval
(safe) skips processing of a queued fileif the last time it was processed is sooner than the interval
specified (see 834.8.41, or defineconf M N QUEUE AGE with the m4 technique).
MustQuoteChar s=characters
Allows sendmail to quote nonaddress charactersin an address, as required by RFC822 (see
834.8.42).
NoRecipientAction=how
(safe) specifies how to handle the situation of no recipients being specified in the header (as would
be the case when all recipients were specified in Bcc: headers). Select from:

add- appar ent | y-t o, whichaddsan Appar ent | y- To: header; add- bcc, which adds an
empty Bcc: header; add- t o, which adds an empty To: header; add- undi scl osed, which
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addsaTo: undi scl osed-reci pi ents:; header; or none, which passes the message
unchanged (see 834.8.43, or define conf NO_RCPT_ACTI ON with the m4 technique).

OldStyleHeader s=[True|Fal se]

(safe) causes sendmail to insert commas between the recipients listed in a space-delimited list of
recipients. (Was the o option, see 834.8.44, or defineconf OLD_STYLE HEADERS with the m4
technique.)

Operator Char s=characters

Sets token-separation operators to the list of characters given. (Was the $o macro, see 834.8.45, or
define conf OPERATORS with the m4 technique.)

Postmaster Copy=address

Enables the user, whose email addressis given, to receive an extra copy of every bounce message.
(Wasthe P option, see 834.8.46, or define conf COPY_ERRORS_TOwith the m4 technique.)

PrivacyOptions=option[,option,...]

(safe) increases privacy and security of the daemon. Each option adds to earlier options. Select
from: aut hwar ni ngs, which enables X- Aut hent i cat i on- War ni ng: headers;
needexpnhel o, which requires SMTP HELO before EXPN; needmai | hel o, which requires
SMTP HELO before MAIL; needvr f yhel o, which requires SMTP HELO before VRFY ;
noexpn, which disablesal SMTP EXPN commands; novr f y, which disablesall SMTP VRFY
commands; and goaway, which enables all the preceding. Also select from: publ i ¢, which
means none of the preceding; rest ri ct mai | g, which restricts who may run mailq(1);
restrictqgrun, which restricts who may process the queue; and nor ecei pt s, which disables
sending of return-receipt mail. (Wasthe p option, see 834.8.47, or define conf PRI VACY _
FLAGS with the m4 technique.)

QueueDir ector y=pathname

Specifies the full pathname of the queue directory. (Was the Q option, see 834.8.48, or define
QUEUE_DI R with the m4 technique.)

QueueFactor =factor

Sets the factor for high-load queuing. When a message is received, the decision to deliver or to
gueue it is based on the formula:

priority > QueueFactor /
(load - QueuelLA + 1)

If the priority of the message is greater than the result of thisformula, where| oad isthe current
load average, the message is delivered. (Was the g option, see 834.8.49, or define
conf QUEUE_FACTOR with the m4 technique.)

Queuel A=load

Specifies the load average above which queue runs will be skipped. Thisisalso used in the
formula shown above for QueueFactor. (Was the x option, see 834.8.50, or define
conf QUEUE_LA with the m4 technique.)
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QueueSortOrder=how

(safe) specifies how to presort the queue. Select from: host to sort by recipient host, lock status,
and priority; pri ority for asimple sort of the message priorities; or t i me to sort based on
submission time (see 834.8.51, or define conf QUEUE _ SORT _ ORDER with the m4 technique).

QueueTimeout=interval
Limits the life of a queued message to the interval specified. The first delivery failure after that

interval is exceeded causes the message to bounce. (Wasthe T option; deprecated, use the
Ti meout . queuer et ur n option instead.)

RecipientFactor =factor
Penalizes large recipient lists by multiplying the number of recipients by this factor when

determining a message's priority. (Wasthey option, see 834.8.53, or define
conf WORK _RECI PI ENT_FACTOR with the m4 technique.)

RefuselL A=load

Tells sendmail to refuse incoming SMTP connections when the load average exceeds this
specified load. (Was the X option, see 834.8.54, or define %conf REFUSE_LA with the m4
technique.)

Resolver Options=arg [arg ...]
Tunes DNS lookups by specifying an arg, or args, such as: +AAONLY, which turns on the
AAONLY name server option (Authoritative Answers Only); and - DNSRCH, which turns off the

DNSRCH name server option (search the domain path). (Wasthe | option, see 834.8.55, or define
conf Bl ND_OPTS with the m4 technique.)

RetryFactor =increment
Sets the amount to increment a job's priority each time a message failsto be delivered. (Wasthe Z
option, see 834.8.56, or defineconf WORK _ TI ME_FACTOR with the m4 technique.)
RunAsUser =user[:group]
Runs sendmail as a user other than root. The user may be a numeric uid or alogin name. If group
is omitted, user islooked up in the passwd(5) database and the primary gid is used. Otherwise,

group may be a numeric gid or agroup name (see 834.8.57, or define conf RUN_AS USER with
the m4 technique).

SafeFileEnvironment=pathname
Sets the pathname to a directory that is safe for file writes. The sendmail program does a chroot(2)

to that directory before writing to files. Also prevents writing to other than plain files, with the
exception of /dev/null (see 834.8.58, or define conf SAFE_ FI LE_ENV with the m4 technique).

SaveFromLine=[True|False]

Prevents sendmail from removing UNIX mailbox-style From lines from input. (Wasthe f option,
see §34.8.59, or define conf SAVE_FROM LI NES with the m4 technique.)

SendMimeErrors=[True|Falsg]
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(safe) Tells sendmail it may return error messages (bounced mail notifications) in MIME format.
(Wasthe | option, see 834.8.60, or defineconf M ME_ FORVAT_ERRCRS with the m4
technique.)

ServiceSwitchFile=file

Specifies the location of the switched-servicesfile. Under Solaris, DEC OSF/1, and Ultrix, this
option isignored, and the system file automatically used. A switch-services file defines how and in
what order services, such as alias, host, and user information, will be looked up (see §34.8.61, or
define conf SERVI CE_SW TCH_FI LE with the m4 technique).

SevenBitl nput=[True|False]

(safe) Forces sendmail to clear the high-bit of each byte of a message's body that it reads. (Was the
7 option, see 834.8.62, or defineconf SEVEN_ Bl T_ | NPUT with the m4 technique.)

Singlel ineFromHeader =[ True|Fal s

(safe) Tells sendmail to strip all newline characters from Fr om  headers (see 834.8.63).
SingleT hreadDélivery=[ True|False]

Ensures that only a single sendmail will ever be delivering to a given host at a given time.
Requiresthat the Host St at usDi r ect or y option be set (see 834.8.64, or define
conf SI NGLE_THREAD  DELI VERY with the m4 technique).

SmtpGreetingM essage=$j Sendmail $v ready at $b
Specifies the SMTP greeting message. (Was the $e macro, see 834.8.65, or define conf SMIP_
LOA N_MsGwith the m4 technique.)

StatusFile=file

Specifies the location of the statistics file (usually sendmail.st preceded by an appropriate path).
(Was the S option, see §834.8.66, or define STATUS _FI LE with the m4 technique.)

Super Safe=[ True|False]

(safe) Ensures additional reliability by forcing all messages to be queued, even if they could be
directly delivered. (Was the s option, see 834.8.67, or define conf SAFE_QUEUE with the m4
technique.)

TempFileM ode=mode
Sets the default permissions (in octal) for created temporary files. (Was the F option, see 834.8.68,
or define conf TEMP_FI LE_MODE with the m4 technique.)

TimeZoneSpec=zone
Sets the time zone to that specified. If zone is absent, imports the TZ variable from the
environment. If the entire option is missing, the default isto unset the TZ environmental variable

and use the system default. (Was thet option, see 834.8.69, or define conf Tl ME_ZONE with the
mé4 technique.)

Timeout.event=interval

Sets the timeout for an event to the interval specified. See the section "The Timeout Option™ for
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details.
TryNullMXList=[True|False]

Tells sendmail to connect directly to the A record for a host when the best MX record points to this
host. (Was the w option, see 834.8.71, or defineconf TRY_NULL_MX LI ST with the m4
technique.)

UnixFromL ine=format

Defines the format for the UUCP-style Fr omline. (Was the $I macro, see §834.8.72, or define
conf FROM_LI NE with the m4 technique.)

UnsafeGroupWrites=[True|False]

Tells sendmail to check group write permissions on files that it is taking addresses from, and to
reject those files (and hence the addresses) when such group write permissions are found (see
834.8.73, or define conf UNSAFE_GROUP_WRI TES with the m4 technique).

UseErrorsTo=[True|Falsg]
(safe) Allows error notification to be sent to the address listed inthe Er r or s- To: header in

addition to that sent to the envelope sender. (Wasthe | option, see 834.8.74, or define conf USE__
ERRCRS TOwith the m4 technique.)

User DatabaseSpec=file

Specifies the location of the database file that will be used for User Database lookups. (Was the U
option, see 834.8.75, or define conf USERDB_ SPEC with the m4 technique.)

Verbose=[ True|False]

(safe) Causes sendmail to run in verbose mode. (Was the v option, see §34.8.76.)

4 PREVIOUS HOME NEXT
2.5 Class Macros 2.7 The Timeout Option
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2.7 The Timeout Option

The Ti meout option isused to set many internal timeouts. Its general form looks like this:
OTi nmeout . event =i nt er val
Here we describe each event. Each interval is represented by an integer followed by a unit of time: sfor
seconds; m for minutes; h for hours; d for days; and w for weeks. They may be chained, as for example:
3d22h4s

sets an interval of 3 days, 22 hours, and 4 seconds.
Timeout.command=interval

Sets the maximum interval of time to wait for arrival of the next anticipated SMTP command (see
834.8.70.1, or define conf TO_COVMAND with the m4 technique).

Timeout.connect=interval

Sets the maximum interval to wait for the connect(2) system call to return (see 834.8.70.2, or
define conf TO_CONNECT with the m4 technique).

Timeout.datablock=interval

Sets the maximum interval to wait for each DATA block read to complete (see §34.8.70.3, or
define conf TO_DATABL OCK with the m4 technique).

Timeout.datafinal=interval

Sets the maximum interval to wait for acknowledgment of the final dot that terminates the DATA
phase (see 834.8.70.4, or define conf TO_DATAFI NAL with the m4 technique).

Timeout.datainit=interval

Sets the maximum interval to wait for acknowledgment of the SMTP DATA command (see
834.8.70.5, or define conf TO _DATAI NI T with the m4 technique).

Timeout.fileopen=wait

Specifies how long to wait for an NFS-mounted file to open (see 834.8.70.6, or defineconf TO_
FI LEOPEN with the m4 technique).
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Timeout.helo=interval

Sets the maximum interval to wait for acknowledgment of the SMTP HEL O or EHL O commands
(see 834.8.70.7, or define conf TO_HEL Owith the m4 technique).

Timeout.hoststatus=interval

Specifies the interval for which persistent host status should be considered still valid (see
834.8.70.8, or define conf TO_HOSTSTATUS with the m4 technique).

Timeout.iconnect=interval

Sets the maximum interval to wait for the first connect(2) system call to complete (see 834.8.70.9,
or define conf TO_| CONNECT with the m4 technique).

Timeout.ident=interval

Sets the maximum interval to wait for the RFC1413 identification protocol to complete (see
834.8.70.10, or define conf TO _| DENT with the m4 technique).

Timeout.initial=interval
Sets the maximum interval to wait for the initial SMTP greeting message (see §834.8.70.11, or
defineconf TO | NI TI AL with the m4 technique).

Timeout.mail=interval

Sets the maximum interval to wait for acknowledgment of the SMTP MAIL command (see
834.8.70.12, or define conf TO_MAI L with the m4 technique).

Timeout.misc=interval

Sets the maximum interval to wait for acknowledgment of SMTP commands, other than those
specifically mentioned here (see 834.8.70.13, or defineconf TO_M SC with the m4 technique).

Timeout.queuer eturn[.[*|ur gent |nor mal \%non- ur gent ]]=interval

Sets the maximum interval to try to deliver a message. Thefirst timeit fails after thisinterval, it is
bounced. Three optional keywords can follow to what is bounced. They correspond to values
giveninamessage'sPri ori ty: header. Thelitera ".*" isawildcard that encompasses al three
keywords (see 834.8.70.14, or define one of conf TO_ QUEUERETURN,

conf TO_QUEUERETURN_ NONURGENT, conf TO_QUEUERETURN_NORMAL, or

conf TO_QUEUERETURN_URGENT with the m4 technique).

Timeout.queuewarn[.[*|ur gent [nor mal [%non- ur gent ]]=interval
Causes awarning to be sent to the sender when a message is still undelivered after thisinterval.
Three optional keywords can follow as described above (see 834.8.70.15, or define one of

conf TO  QUEUEWARN, conf TO QUEUEWARN NONURGENT,
conf TO_ QUEUEWARN NORMAL, or conf TO_ QUEUEWARN _URGENT with the m4 technique).

Timeout.quit=interval

Sets the maximum interval to wait for acknowledgment of the SMTP QUIT command (see
§34.8.70.16, or defineconf TO_QUI T with the m4 technique).

Timeout.rcpt=interval
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Sets the maximum interval to wait for acknowledgment of the SMTP RCPT command (see
834.8.70.17, or define conf TO_RCPT with the m4 technique).

Timeout.r set=interval

Sets the maximum interval to wait for acknowledgment of the SMTP RSET command (see
834.8.70.18, or define conf TO _RSET with the m4 technique).

41 PREVIOUS HOME NEXT »
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2.8 Rule Sets

Rule sets are declared in the configuration file by beginning aline with the letter S:

Snunber
Snane
Sname=nunber

Rule sets are identified either by number or symbolic name. When identified by name, a number is
internally assigned by sendmail. An optional = and number may follow a name to force specific
association of number to name.

Rule sets numbered 0 through 9 are reserved for sendmail's internal use. Addresses are rewritten by a
specific sequence of rules numbered O through 4 (see Figure 2.1).

Figure 2.1: Sequence of rule sets; envelope (solid) versus header (dashed)
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Rewrites all addresses to prepare them for entry into the sequence for rule sets. It usually focuses
on the host part of an address and detects the various forms of the local hostname, so that local
delivery can take place (see §29.4).

Undoes any special rewriting done by rule set 3. Rule set 4 is always last (see §29.5).

Selects adelivery agent that determines the R= and S= rule sets. It also selects the recipient user
(which is separately rewritten and placed into $u) and the recipient host (which is placed as-isinto
$h). (See 8.29.6)

Rewrites all sender addresses (see §29.9).

Rewrites al recipient addresses (see §29.8).
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2.9 Delivery Agent S=and R=

The S=rule set follows rule set 1 and rewrites the sender address; the R= rule set follows rule set 2 and
rewrites the recipient address (see Figure 2.1 They are declared inside a delivery agent declaration like
this:

S=set

S=eset/ hset

R=set

R=eset / hset

When thereisjust asingle set specified, it isthe rule set used to rewrite both header and envelope
addresses. When adlash is present, the rule set to the left rewrites the envel ope and the one to the right,
the headers. If any is missing or zero, that rewriting is skipped.

Any S= rule set may be expressed as:

nunber
nane
name=nunber

When identified by name, a number isinternally assigned by sendmail. An optional = and number may
follow a name to force specific association of number to name.
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2.10 The check Rule Sets

V8.8 sendmail hasintroduced a suite of named rule sets that have special internal meaning. If one of
these rule sets does not exist, the address is accepted. If it exists and if the rule set returns anything other
than an #er r or delivery agent, the message is accepted. Otherwise the message is rejected.

check _compat

Compares or contrasts each envelope sender and envelope recipient pair of addresses just before
delivery, and validates based on the result. The workspace looks like this:

sender $| recipient
The sender address is separated from the recipient address by a single token that is the $| operator
(see §829.10.4).
check_mail

Validates the sender-envelope address as given in the SMTP MAIL command. The workspace, on
entry, contains a hostname that should be preprocessed by rule set 3 (see §29.10.1).

check_rcpt
Validates the recipient-envel ope address as given in the SMTP RCPT command. The workspace,
on entry, contains a hostname that should be preprocessed by rule set 3 (see §29.10.2).

check relay

Validates incoming network connections and can be used if libwrap.a code was omitted from your
release of sendmail. The workspace looks like this:

host name $| | Pnunber

The hostname is separated from the IP number by a single token that is the $| operator (see

§29.10.3).
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2.11 Rules

Rules are declared in the configuration file with the R command:
RLHS tabs RHS [ tabs COVMENT]

Rules are composed of two parts separated by tab characters (an optional third part can follow the first
two, also separated by tab characters, and it forms a comment that is ignored).

Each rule forms a do-while statement as shown in Figure 2.2 So long as the LHS evaluates to true, the

RHS rewrites the current address in the workspace. LHS evaluation is done by matching wildcard
expressions to addresses. RHS rewriting is done by positional substitution. In this chapter we describe
the wildcard and positional operatorsthat aid in the writing of rules (see §28.1).

Figure 2.2: The behavior of arule

]
Compare rewrife H-:ﬂ.’I’rE‘,r.i‘.'JL"f:!
h J
h match
o makeh
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2.12 Wildcard Operators in the LHS

The LHS of aruleis compared to an address or to the result of rewriting by earlier rules. The comparison
Is case insensitive. To illustrate, consider passing the address hat@coat.org to this LHS:

$* @%+ . ORG

The $ (match zero or more) will match hat, the @ will match exactly, the $+ (match one or more) will
match coat, and the .ORG will match .org despite the case difference.

Wildcard operators match as little as possible in order to make the entire LHS match. For an address like
a@b@c, the LHS $* @%$+ will cause the $* to match the a.

&

Matches zero or more tokens. Prefers zero, or the fewest possible, to satisfy an LHS match.
$+

Matches one or more tokens. Prefers one, or the fewest possible, to satisfy an LHS match.
$

Matches exactly one token.
3@

Matches exactly zero tokens.
$=

Matches any word in a class. Words may be single-token (like coat) or multi-token (like coat.org).
$~

Matches any single token not in a class.
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2.13 Positional Operators in the RHS

The RHS rewrites by substitution. Wildcard operatorsin the LHS select the portions of the workspace to
be passed to the RHS. The first wildcard is assigned to $1, the second to $2, and so on. Consider:

R$+@* $2! $1
T 1
$1 $2

Here, an Internet address is rewritten in UUCP form. Note that there are only nine such positional
operators, and that $0 isillegal.
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2.14 Other Operators in the RHS

Other operatorsin the RHS aid in rewriting. The first two below are prefixes, which means they must be
the first operator in the RHS to have the desired effect. The others are more complex and may appear
anywhere in the RHS.,

$:
When used as a prefix, proceeds directly to the next rule immediately after the RHS rewrite
without trying the LHS again.

$@
When used as a prefix, causes the current rule set to immediately return the result of the RHS
rewrite without trying the LHS again (the current rule set exits).

$> set tokens

Passes the tokens that follow through another rule set. The entire expression is replaced with the
result of that subroutine call.

$[ host ]

Canonicalizes the hostname contained between this pair of operators. The result is placed into the
workspace, and the operators dropped.

$( database key $: default $)
L ooks up the key in the database (see Chapter 3, Databases).
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2.15 Operators that Return a Triple

Rule sets 0 and 5 are special in that they allow you to select adelivery agent. Selecting a delivery agent
means placing a"triple" in the RHS. The form of that triple looks like this:

$# agent $@ host $: user

The order isimportant; any other order will fail.
$# agent

Selects the delivery agent by symbolic name. If the nameiserror, the message is bounced (or
deferred) and the nature of the $@ and $: changes.

$@ host

Selects the host to which the mail will be sent. The hosthame is placed as-isinto $h. For the error
agent, thisisthe DSN return code (common codes are: 5.1.3 for illegal syntax, 5.1.1 for an address
syntax error, 5.1.2 for an invalid hostname, or 5.7.1 for a security rejection; see RFC1893 and
830.5.2).

$: user

Specifies the name of the recipient user. For remote mail this may be afull address. For local mail
it may be alogin name. The user name is processed by rule set 2, then by the rule set indicated by
the R= equate of the delivery agent, then by rule set 4, and the result placed into $u. For the error
agent, thisisthe literal text of the error message. A three-digit SMTP error code can optionally

prefix thistext (see 830.5.2).
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2.16 Conditional Operators

Conditional operators allow text to be inserted that depends on the value in a macro. Conditional
operators are never used in rules, but are often used in header definitions (see 831.6).

$?macro result $| alternate $.
If the macro has avalue, the entire expression is replaced by result. Otherwise, the entire expression is
replaced by alternate. For example:

From $?x$x <$g>3%| $g$.

Here, if $x has avalue (the $?x), the entire expression becomes:
From $x <$g>

Otherwise (the $| $9), it becomes:
From $g

The $. islast and terminates the conditional expression. Conditional expressions may nest, but nesting is
discouraged.
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2.17 Hints

anew sendmail.cf file

Requires that you restart the sendmail daemon, or else the daemon will not know of the changes.
Before installing a new configuration file be sure to test it with the -C command-line switch. When
using -C for testing, also use -oQ/tmp.

$=w and M X records

Require that any host that lists your host as the best MX record be included in your hosts $=w
class declaration, or in your sendmail.cw file.

F=m and quotas

Don't combine well. If one user is over quota, /bin/mail cannot tell if one or all recipients of a
multi-recipient message failed, so it exitsin away that causes sendmail to retry delivery to all the
recipients over and over again. If you run quotas on the mail spool directory, try disabling the F=m
flag for thel ocal delivery agent.
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Contents:

Support in Makefile
Aliasing

The ~/.forward file
:include: Filesand Mailing Lists
The makemap Program
The K Command
Classes

Databasesin Rules
The User Database
Hints

Database support in sendmail includes external files, internal symbol tables, and database-style hooks
into processes. Databases support the common aliases and such m4 style features as mailertable and the
User Database.

3.1 Support in Makefile

Some database support is always supplied as a part of sendmail (like dequote), while others require you
to include support inside your Makefile when building sendmail. Support is added on the DBVDEF= line:

DBVDEF= - DNDBM
Thisline adds support for ndbm(3) database files (see 818.4.1). Some database formats, such as db, may
require that you also add i ncl ude fileand library support:

| NCDI RS=-1/usr/local /i ncl ude/ db
LI BS= -1db -lresolv

Here LI BS= had - | db added (see §18.4.6), and | NCDI R= show the path to thedb i ncl ude files (see
§18.4.3).

-DHESIOD
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Supports hesiod(3) for aliases only (see §18.8.10).
-DLDAPMAP

Supports Idap(3) white pages (see §18.8.15).
-DNDBM

Supports ndom(3) database files (see §18.8.24).
-DNEWDB

Supports the Berkeley db(3) database (see §18.8.28).
-DNIS

Supports Sun's nis network services (see §18.8.29).
-DNISPLUS

Supports Sun's nisplus network services (see §18.8.30).
-DNETINFO

Supports NeXT's netinfo(3) (see §18.8.27).
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3.2 Aliasing

The source and type of aliases are controlled by the Al i asFi | e option and theal i ases entry in the
service-switch file. Alias entries are built from key and value pairs where the key (the list name) is on the
left, followed by a colon, then by one or more member s that form the value (see §24.1):

| i st: nmenberl, nenber?2,

The sequence of members can be continued on subsequent lines by beginning each such continuation line
with white space.

list: nmenberl, nenber?2,
nmenber 3, nenber 4,
Each list member may be a user address, afile name, aprogram reference, or a: i ncl ude: reference.
addresses
Are either standard email addresses (alocal user or alias name or a user @host, where comments

and "Full Name <user @host>" syntaxes are acceptable), or alocal user name prefixed with a
backslash (which forces immediate delivery, see §24.2.1).

files
Are specified by prefixing the file name with aforward slash (e.g., /path/file); thus all file

specifications must be full pathnames. Files must be world writable, or must have the setuid bit set
but no execute bits set. Delivery is made by appending the message to the file (see §24.2.2).

programs
Are specified by prefixing the program with avertical bar (e.g., |/path/program). If the program's
invocation includes command-line arguments, it must be quoted. Programs are run as the sender (if

local) or the default user (set by the Def aul t User option). Delivery is made by piping the
message through the program (see §24.2.3).

;i ncl ude:

Says that additional aliases will be read from a specified file, which must be afull pathname:
cinclude: /path/file
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Thefilelistedina: i ncl ude: reference must be world readable. The syntax of afileisidentical
to the syntax of a.forward file (described below). The owner of the: i ncl ude: fileisused for
the permissions for writing files, running programs, and reading recursive : i ncl ude: files(see
§25.2).

Aliases are not processed until the alias database is rebuilt using the newaliases command or the -bi
command-line switch (see 824.5.1).
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3.3 The ~/.forward file

Users can redirect mail addressed to themselves by creating afile named .forward in their home directory
(see 825.7). (The For war dPat h option is used to change or augment the location and name of the
forward file.) The .forward file must be owned by the user or by root, and must not be world writable
(mode 644 is recommended). Entries read:

menber 1, menber 2,

There can be multiple lines, but they are treated independently (there are no continuation lines). Just asin
the aliases file, members may be a user address, afile name, aprogram reference, or a: i ncl ude:
reference. Files must be writable by the forwarding user, programs are run as the forwarding user, and

i ncl ude: filesmust be readable by the forwarding user.

The ahility to run progams or to write to files from the .forward file is controlled by the /etc/shellsfile. If
the owner of the .forward file lacks avalid shell as listed in /etc/shells, program execution is disallowed.
The special string /SENDMAIL/ANY/SHELL/, when placed in the /etc/shellsfile, alows al usersto
execute programs and deliver to files (see §18.8.56).
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3.4 :include: Files and Mailing Lists

Filesreferenced using the: i ncl ude: syntax have the same syntax as ~/.forward files. Any files
writtenviaa: i ncl ude: file must be writable by the owner of the: i ncl ude: file, and any other
1 ncl ude: filesreferenced for inclusion must be readable by the owner of the referencing

i ncl ude: file,

To set up amailing list managed by, for example, sally, set up the following aliases:

sanpl e: cinclude:/var/lists/sanple.list
sanpl e-request: sally
owner - sanpl e: sanpl e-r equest

Then create the file /var/lists/'sample.list, mode 644, and owned by sally. Mail sent to sample will be sent
to everyone on the list. Error messages will go directly to sample-request, and in turn to sally. (The
list-request syntax is an Internet convention, see §25.2.)
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3.5 The makemap Program

The makemap(1) program (part of sendmail's source) is useful for producing database files. It supports
the ndbm(3) form of database, and the hash and btree forms of the Berkeley db(3) database (see 8§33.2).

makemap switches cl ass dat abase

The makemap(1) program reads from its standard input lines of text with the key preceding the value on
each line. Output is to database file. The classis selected from dbm bt r ee, or hash. The switches are:

-d

Allows duplicate keys. Without this switch, duplicate keys cause warnings to be printed (see
§833.2.1.1).

Prevents (the default) folding of keys from upper- to lowercase (see 833.2.1.2).

-N
Appends anull byte to all keys (see §33.2.1.3).
-0
Prevents file from being truncated on open(2). In other words, append to, don't overwrite the file
(see 833.2.1.4).
-r
Replaces (silently) a duplicate key's value with the new value (see 833.2.1.5).
-V
Sets verbose mode so that you can watch keys and data being added (see 833.2.1.6).
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3.6 The K Command

The K command is used to declare a database support in the configuration file:
Knane cl ass swi tches dat abase

The name is the symbolic name used in rule sets with the $( and $) operators. The classis described in
the next section. The switches are described immediately below. The database is either the name of an
external database (possibly created with makemap), or that of aflat text file (see 833.3).

-A

Appends values for duplicate keys (see 833.3.4.1).
-atag

Appends tag on a successful match (see §833.3.4.2).

Prevents folding of keysto lowercase prior to the lookup (see §33.3.4.3).
-k column

Specifies the column for the key in flat text or some network files (see 833.3.4.4).

-m
Suppresses replacement on match (see 833.3.4.5).

-N
Appends anull byte to the key before the lookup (see §33.3.4.6).

-0
Causes sendmail to not add a null byte to the key before the lookup. Note that with neither -O nor
-N, sendmail determines adaptively whether or not it should add a null byte (see §33.3.4.7).

-0
Specifies that the existence of the database file is optional (see 833.3.4.8).

-q
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Prevents quotes from being stripped from the key before the lookup (see §833.3.4.9).
-s character

Specifies the space replacement character (see 833.3.4.10).
-v column

Specifies the value's column for flat or some network files (see §33.3.4.11).
-z delimiter

Specifies the column delimiter for flat or some network files (see 833.3.4.12).
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3.7 Classes

There are many classes available for use with the K command and for use in rewriting rules. Some
require special compile flags to be included when sendmail is built.

btree

Uses Berkeley's db form of database. Database file names have a.db appended (see §33.8.1).
bestmx

L ooks up the best MX record for a host (see 833.8.2).
dbm

Uses the ndbm form of database. The database is formed of two files, one whose name ends in
.pag and the other in .dir (see §33.8.3).

dequote

Removes quotation marks (see §33.8.4).
hash

Uses Berkeley's db form of database (see §33.8.5).
hesiod

Uses MIT network user authentication services (see 833.8.6).
host

Uses an internal table to store and look up hostnames (see §33.4.3).
implicit

Searches for an aliases database file (see §33.8.8).
|dapx

Uses the Lightweight Directory Access Protocol (see §833.8.9).
netinfo

Uses NeXT Computer's network information services (see 833.8.10).
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nis

Uses Sun's Network Information Services (nis, see 833.8.11).
nisplus

Uses Sun's newer Network Information Services (nisplus, see §33.8.12).
null

Provides a"never found" service (for internal use only, see 833.8.13).
program

Runs an external program to look up the key (see 833.8.14).
sequence

Searches a series of maps (see §33.8.15).
stab

L oads aliases into the symbol table (internally) (see 833.8.16).
switch

Auto-builds sequences of databases based on service-switch file entries (see 833.8.17).
text

Looks up keysin flat text files (see 833.8.18).
userdb

Uses the User Database (see §833.8.19).

user

Looks up local passwd(5) information (see §33.8.20).
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3.8 Databases in Rules

Databases are accessed inside the RHS of rules with the $( and $) operators:;
$( nane key $)
Thislooks up key in the database named name and replaces the entire expression (operators and all) with

the value found in the database. If no value is found, the key replaces the expression, unlessa $: givesa
default:

$( nane key $: default $)
in which instance the default replaces the entire expression.
Optional replacement text can be appear between the name and the $: (if one) or the $). Eachis of the
form "$@text":

$( nane key $@extl $@ext2 $)

$( name key $@extl $@ext2 $: default 9)

Thefirst (the 3@t ext 1) will replace any literal % 1 expressionsin the value returned by the database.
The second (the $@t ext 2) will replace % 2, and so on. In this scheme, % 0 aways references the key.
But note that not all map classes do this replacement.
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3.9 The User Database

L ocates mail drops when mail is received, and maps user names to their external form when mail is sent.
The format of the database file (e.q., /etc/userdb) is:

user:mail drop user @ost
user: mai |l nane al i as@xt ernal . domai n

Asashorthand, if all usersin a database should have their domain name changed when mail is sent, use:

:defaul t: mail nane ext ernal . donai n
user1l: mail drop user 1@ost
user 2: mai | drop user 2@ost

Y ou build the database using the makemap(1) program:
% nmakenmap btree /etc/userdb < /etc/userdb

Berkeley database (btr ee class) support is required.
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3.10 Hints

-f and -N

Must match between the configuration file's K line and the command-line run to execute
makemap(1). But note that in most cases you probably don't want to use either switch.

text class

L ookups on heavily loaded systems can be very slow. They can also be slow when the text fileis
extremely large. In either instance try to convert to an ndbm- or db-style database.
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4. Configuring with m4

Contents:
Special Loca Parameters

FEATURE Declarations
MAILER Declarations
Virtual User Tables
Mailer Tables

Hints

A configuration file is generated from an m4 source file (e.g., one named our.mc) in the cf/cf sendmail
sourcetree like this:

md ../ md/cf.md our.nt > sendmail . cf

To use adirectory other than ../m4, use:

mMt -D CF DR =path/ path/mi/cf.m} our.ntc >
sendmai | . cf

Here, path isthe full path to the md/cf.md4 file. The our.mc source may contain the following lines (in this
order):
OSTYPE( 0s)
DOVAI N( domai n)
+ decl are | ocal paraneters using
define here
FEATURE( f eat ur e) + can be several
MAI LER( agent) can be several
+ | ocal rule set declarations here

+

Thus, aminimal file would declare the operating system and local delivery agent support with two lines
like this:

OSTYPE( 0s)
MAI LER( | ocal )
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In some cases you may see lines terminated with dnl, which means "delete to new line." Its use prevents
extra blank lines from appearing in the output. It is amost never required. For more details about the n4
technique in general, see §19.2.

OSTYPE

Causes support to be included from one of the files in the cf/ostype directory.
OSTYPE( 0s)

This sets defaults for your operating system from the file cf/ostype/os.m4 (as for example,
sunos4.1.md). If you want to change any of the defaults that come with your operating system's
file, do so after declaring OSTY PE. (See §819.3.1).

DOMAIN

Collects together local paramater declarations for an (optional) administrative domain:
DOMAI N( donai n)
Here, domain isthe name of afilein the cf/domain directory. With the exception of the file called
generic, you should create your own domain file (see 819.3.3).
local parameter declarations

Are (mostly) named confNAME, and most all cases are declared using the def i ne directive:
defi ne( paraneter_nane', "value')

the parameter _names define options and macros (see Chapter 2, The sendmail.cf File). In some
cases local parameters are declared using special macros; see the next section.

FEATURE

Supplies simple solutions to special needs. The FEATURE directive is described below.
MAILER

Causes support for delivery agentsto be included. It must follow local parameter declarations
because some of them change how a MAILER directive will be interpreted. MAILER is detailed
following the features.

local rule set declarations

Allow you to easily add rules and rule sets to your configuration file. Each definition stands on a
line by itself, and the lines following each are included in the appropriate place in the
configuration file. For example: LOCAL_CONFIG to add general declarations (e.g., K
configuration databases) that should go at the top of the configuration file (see §19.6.30);
LOCAL_RULE_Oto add rulesto rule set O (see 819.6.32); LOCAL_RULE_1to add rulestorule
set 1 (see 819.6.33); LOCAL_RULE 2toaddrulesto rule set 2 (see 819.6.34); LOCAL_RULE 3
to add rulesto rule set 3 (see 819.6.35); and LOCAL_RULESETSto declare entirely new rule
sets, such as check _relay (see 819.6.36). Also select from: LOCAL_NET_CONFIG (used in
conjunction with LOCAL_RELAY)) to add rules that tell what addresses should not be forwarded
to the relay (see 819.6.37); and MAILER_DEFINITIONS to define new delivery agents and the
rule sets associated with them (see §19.6.40).
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4.1 Special Local Parameters

These lines should go in the DOMAIN file or before FEATURE declarations (because they precondition
certain features).

EXPOSED_USER(user)

(Used with MASQUERADE_AYS) tells what users should not be masqueraded (see §19.6.4).
GENERICS DOM AIN(domain)

Lists the names of domains that will be looked up with the genericstable feature. Declare one
domain per line. There may be several such lines.

GENERICS DOMAIN_FILE(file)

Specifies the file that contains the domains that will be looked up with the generic\% stable
feature.

MASQUERADE_AS(domain)
Causes all outgoing addresses to be rewritten as though they came from the indicated domain (see
819.6.42).

MASQUERADE_DOMAIN(domain)

Specifies additional domains that will be trandlated into the MASQUERADE_AS domain. See
also thelimited_masquer ade feature (see §19.6.43).

MASQUERADE_DOMAIN_FILE(file)

Specifies the name of the file that contains alist of domains that will be masqueraded (see

819.6.44).
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4.2 FEATURE Declarations

In addition to minimal support, many handy features can be included with aline like:
FEATURE( f eat ur e)
Here, featureis selected from those listed below. Some accept additional arguments. See cf/README,
and 819.3.4, for details.
allmasquerade

Causes the MASQUERADE_AS host to replace al header-recipient addresses too (see 819.6.6).
always add_domain
Tells sendmail to always append the local domain to addresses that lack a domain part, even if the
recipient islocal (see §19.6.7).
bestmx _is local
Accepts a hostname as local if the best MX record for that host isfound in the class $=w (see
§19.6.8).
bitdomain
Includes rules that support an external database for converting BITNET addresses into Internet
addresses (see §19.6.9).
domaintable

Allows use of multiple domain names during atransition period (see §19.6.10).
genericstable
Includes rules that support use of a User Database-like facility to change sender addresses so that
senders can be delivered to new hosts (see §19.6.11).
limited_masquerade
Specifies that only hosts declared with MASQUERADE_DOMAIN and
MASQUERADE DOMAIN_FILE may be masgueraded (see 819.6.12).
local_procmail
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Includes rules that allow procmail(1) to be used asthe local delivery agent (see 819.6.13).
mailertable
Includes rules that support a database that maps host.domain names to specia delivery agents and

new domain name pairs. Essentially it provides a database hook into rule set 0. The new domain
names are used for routing but are not reflected in the headers of messages (see §19.6.14).

masquerade_entire_domain
Causes all hosts under any domains declared by MASQUERADE_DOMAIN or

MASQUERADE_DOMAIN_FILE to be masgueraded. Ordinarily, masguerading only transforms
hosts from alist of hostsin the class $=w (see §19.6.15).

masquerade_envelope
Causes the envel ope to be masqueraded too. Ordinarily, masquerading only affects the headers
(see 819.6.16).

nocanonify
Prevents sendmail from passing addresses to $[ and $] for canonicalization. Ordinarily, as part of

rule set 3, sendmail tries to canonify (add a domain to) any hostname that lacks a domain part (see
819.6.17).

nodns
Once caused DNS support to be excluded from the configuration file, but now does nothing.
Deprecated; usethe Ser vi ceSwi t chFi | e instead (see 819.6.18).

nouucp

Excludes UUCP support from the configuration file (see 819.6.19).

nullclient
Produces a minimal configuration file that can only forward mail to amail hub machine (see
§819.6.20).

redirect
Adds support for address. REDIRECT forms of addresses. Thisis chiefly used to bounce
retired-account mail with useful forwarding information (see §19.6.21).

smrsh
Cause smrsh(1) (sendmail restricted shell) to be used in place of /bin/sh as the shell for the prog
delivery agent (see §19.6.22).

stickyhost
Causes all addresses without a host part to be forwarded to a central mail server, while allowing

those with alocal host part to remain on the local machine and be delivered in the usual local way
(see §19.6.24).

use ct file

Causes alist of trusted users to be read from the /etc/sendmail .ct file (see §19.6.25).
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use cw file
Causes alist of local hostnames to be read from the /etc/sendmail.cw file (see 819.6.26).
uucpdomain

Includes rules that cause hostnames of the form host. UUCP to be looked up in a database. If
found, they are rewritten to an @host form as specified in that database (see §819.6.27).
virtusertable

Maps virtual (possibly nonexistent) domains into new addresses. Note that this reroutes delivery,
but does not change the mail headers (see §19.6.28).

41 PREVIOUS HOME NEXT »
4.1 Specia Loca Parameters 4.3 MAILER Declarations

[ Library Home | DNS & BIND | TCP/IP | sendmail | sendmail Reference | Firewalls | Practical Security ]

file://IC|/Oreilly Unix etc/O'Reilly Reference Library/networking/smdref/ch04_02.htm (3 of 3) [2002-04-12 10:39:26]


file:///C|/Oreilly Unix etc/O'Reilly Reference Library/networking/index.htm
file:///C|/Oreilly Unix etc/O'Reilly Reference Library/networking/dnsbind/index.htm
file:///C|/Oreilly Unix etc/O'Reilly Reference Library/networking/tcpip/index.htm
file:///C|/Oreilly Unix etc/O'Reilly Reference Library/networking/sendmail/index.htm
file:///C|/Oreilly Unix etc/O'Reilly Reference Library/networking/firewall/index.htm
file:///C|/Oreilly Unix etc/O'Reilly Reference Library/networking/puis/index.htm

[Chapter 4] 4.3 MAILER Declarations

O’REILLAY

S E'ﬂdmﬂﬂ Desktop Reference

4 PREVIOUS Chapter 4 MEXT %
Configuring with m4

4.3 MAILER Declarations

Delivery agents are declared using the MAILER directive:
MAI LER( agent)

The available agents are listed in the cf/mailer directory (see 819.3.2). For example, consider:
MAI LER( | ocal )
MAI LER( snt p)
Here, the first includes support for local delivery, delivery to files, and delivery through programs. The
second allows the sendmail daemon to accept incoming mail.
Cyrus
Declarescyr us for delivery to the Cyrus IMAP4 server, and cyr usbb for delivery to a Cyrus
bulletin board.
fax

Declaresf ax for delivery to a mail-to-fax gateway.
local

Declares| ocal for delivery to alocal mailbox and pr og for delivery through a shell program.
mail11

Declaresmai | 11 for delivery to a DECnet/mail 11 gateway.
phquery
Declares ph, which uses the phquery program to send to the ph directory service.

pop

Declares pop for delivery through the MH spop program.
procmail

Declarespr ocnai | for delivery using the procmail program.
smtp
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Declares snt p, which handles SMTP mail; esnt p, which aways speaks ESM TP instead of
adapting on the basis of the greeting message; snt p8, which always uses sends-8-bit data
directly; and r el ay, which uses SMTP with minimal rewriting and only works within asingle
domain.

usenet

Declaresusenet for delivery to a mail-to-news gateway.
uucp

Declaresuucp- ol d, uucp- new, uucp- uudom and uucp- dom Useuucp- ol d if your
peers are running very old (V7) versions of UUCP. Use uucp- newif they are running a newer
version (e.g., honey danber) but don't understand domain-based addressing. Use uucp- uudomif
your peers use UUCP addresses (e.g., host!user) in the envelope, but domain-based addresses
(user @host.domain) in the headers. Use uucp- domif your peers are completely converted to
domain-based addressing. The last two are only defined if MAILER(smtp) is declared before
MAILER(uucp).
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4.4 Virtual User Tables

When using FEATURE(virtusertable), sendmail will do tranglation based on the entire domain name
when the address isfirst read. Thisissimilar, but not identical, to aliasing. It is commonly used to host
multiple domains with different (and possibly even overlapping) users on one machine using M X
records. The format of theinput file (e.g., /etc/virtusertable) is:

[virtuser] @i rtdonain addr ess

For example, an input file might read:

| nf o@ 00. com foo-info

I nfo@ar.com bar-info

j ohn@ oo. com | doe

] ane@ oo. com | roe@l sewhere. com
@ar.com mary

Thefirst two entries trandlate info@foo.com and info@bar.com into different names, which may be user
names or aliases. The third and fourth entries alias users to other names. The fifth entry says that
anything@bar.com that wasn't otherwise recognized should go to mary.
Y ou build the database from the input file using the makemap(1) program:

% makemap hash /etc/virtusertable < /etc/virtusertable

Y ou declare the database for use with your .mc file, like this:
FEATURE(vi rtusertabl e, hash /etc/virtusertable)
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4.5 Mailer Tables

Mailer tables are a simple way of directing messages to different Mail Delivery Agents (MDAS) on the
basis of host or domain names. For example, consider thisinput file (e.g., /etc/mailertable):

renot e. f 00. com uucp-uudom hone
. skunkwor ks. foo.com relay:secret.foo.com

Here thefirst line says that anything addressed to user @remote.foo.com should be sent using the
uucp-uudom deilvery agent to the host named home. The second line says that any message addressed to
any host within the domain .skunkwor ks.foo.com should be sent using the relay delivery agent to the host
secret.foo.com.

Y ou can build the database from the input file using the %omakemap(1) program:
% makemap hash /etc/mailertable < /etc/mailertable

Y ou declare the database for use with your .mc file, like this:
FEATURE(mai | ertabl e, hash /etc/mailertable)
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4.6 Hints

« Alwaystest your newly generated configuration file with sendmail's (-bt) rule-testing mode. Run a

series of predetermined addresses through the /par se command and look for any discrepencies that
look odd.

« Make sure your DOMAIN file does not define operating system-dependent parameters. It should
contain parameter and FEATURE declarations that you want all the machinesin your domain to
share. For example, if you want to include FEATURE(redirect) or FEATURE(nouucp), declare
them in your DOMAIN file for consistency across all hosts in your domain.

« A new binary should always be accompanied by anew configuration file. Whenever you build a
new version of sendmail, be sure to also create a new configuration file with the m4 technique.
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5. Additional Information Sources

No reference thistiny can contain al the information you need. The sendmail source comes with many
useful documents.

RELEASE_NOTES

Describes al the changes that have occured from version to version.
READ_ME

Tellswhat iswhere in the source tree and gives afew cautionary general announcements.
ssc/READ_ME

Describes how to edit Makefile, and how to build and install sendmail.
cf/README

Describes how to create a configuration file using the m4 technique.

doc/op
Contains the Installation and Operations Guide. This directory contains the -me source and
printer-ready PostScript.

FAQ

Included with the source, is deprecated. Instead look for the most current FAQ that is periodically
posted to the Usenet newsgroups comp.mail.sendmail and comp.answers. A link to the latest

archived FAQ can be found at http://www.sendmail.org.

In addition to these documents supplied with the source, you can always find the most up-to-the-minute
information at http://www.sendmail.org.
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